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1. Purpose of this document

This Common Criteria guidance document contains configuration information needed to
configure and administer Apple macOS Catalina 10.15. The Apple macOS Catalina 10.15 conforms
to the Protection Profile for General Purpose Operating Systems Version 4.2.1 (OS PP v4.2.1). The
information contained in this document is intended for Administrators who would be responsible
for the configuration and management of the Apple macOS Catalina 10.15.

1.1. TOE Overview

The Apple macOS Catalina 10.15 (herein referred to as the TOE) is a Unix-based graphical operating
system that runs on Mac mini, MacBook Air, MacBook Pro, Mac Pro and iPad which include the T2
chip. macOS core is a POSIX compliant operating system built on top of the XNU kernel with
standard Unix facilities available from the command line interface. It satisfies all the criterion to
meet the Protection Profile for General Purpose Operating Systems Version 4.2.1.

1.2. TOE Description

The TOE includes the operating system macOS Catalina 10.15 (Build 19A583) and the security
processor (T2) (SEPOS build 17P572). The T2 is a System on Chip (SoC) that acts as a security
processor for the host platforms. The T2 includes several coprocessors, including the Secure
Enclave Processor (SEP), that performs security-related functionality.

The TOE is evaluated on:

Device Reference Model | Family Processor

iMac Pro iMac Pro1,1 A1862 | iMac Pro, Late 2017 Intel Xeon W-21408B,
Intel Xeon W-21508B,
Intel Xeon W-2170B,
Intel Xeon W-2191B

Mac mini Macmini8, 1 A1993 | 2018 Intel Core i5-85008,
Intel Core i7-8700B
MacBook Air | MacBookAir8,1 A1932 | Late 2018 Intel Core i5-8210Y
MacBook Air | MacBookAir8,2 A1932 | 2019 Intel Core i5-8210Y
Mac Pro Mac Pro7,1 A1991 | 2019 Intel Xeon W-3223
Mac Pro Mac Pro7,2 A1991 | 2019 Intel Xeon W-3235
Mac Pro Mac Pro7,3 A1991 | 2019 Intel Xeon W-3245
Mac Pro Mac Pro7,4 A1991 | 2019 Intel Xeon W-3265M
Mac Pro Mac Pro7,5 A1991 | 2019 Intel Xeon W-3275M

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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MacBook MacBookPro15,2 | A1989 | Mid 2018, 13-inch Intel Core i5-8279U,

Pro (Touch Bar) Intel Core i5-8259U

MacBook MacBookPro15,2 | A1989 | 2019, 13-inch (Touch | Intel Core i5-8279U

Pro Bar)

MacBook MacBookPro15,4 | A2159 | 2019 13-inch (Touch | Intel Core i5-8257U

Pro Bar, 2TB 3)

MacBook MacBookPro15,1 | A1990 | Mid 2018, 15-inch Intel Core i7-8750H

Pro (Touch Bar)

MacBook MacBookPro15,1 | A1990 | 2019, 15-inch (Touch | Intel Core i7-9750H

Pro Bar)

MacBook MacBookPro15,2 | A1989 | Mid 2018, 13-inch Intel Core i7-8559U

Pro (Touch Bar)

MacBook MacBookPro15,2 | A1989 | 2019, 13-inch (Touch | Intel Core i7-8569U

Pro Bar)

MacBook MacBookPro15,3 | A1990 | Mid 2018, 15-inch Intel Core i7-8850H

Pro (Touch Bar)

MacBook MacBookPro15,4 | A2159 | 2019 13-inch (Touch | Intel Core i7-8557U

Pro Bar, 2TB 3)

MacBook MacBookPro16,1 | A2141 | 2019, 16-inch Intel Core i7-9750H

Pro

MacBook MacBookPro15,1 | A1990 | Mid 2018, 15-inch Intel Core i9-8950HK

Pro (Touch Bar)

MacBook MacBookPro15,1 | A1990 | 2019, 15-inch (Touch | Intel Core i9-9880H, Intel

Pro Bar) Core 19-9980HK

MacBook MacBookPro15,3 | A1990 | Mid 2018, 15-inch Intel Core i9-8950HK

Pro (Touch Bar)

MacBook MacBookPro15,3 | A1990 | 2019, 15-inch (Touch | Intel Core i9-9880H

Pro Bar)

MacBook MacBookPro16,1 | A2141 | 2019, 16-inch Intel Core i9-9880H, Intel

Pro Core 19-9980HK

MacBook Air | MacBook Air9,1 A2179 | 2020 Intel Core 15-1030NG7
Intel Core 17-1060NG7
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MacBook MacBook Pro16,3 | A2289 | 2020, 13-inch Intel Core 15-8257U, Intel
Pro Core 17-8557U,
MacBook MacBook Pro16,2 | A2251 | 2020, 13-inch Intel Core 15-1037NG7
Pro Intel Corel7-1068NG7

1.3. Assumptions

The following Assumptions are for the Operational Environment:

Assumptions

Operational Environment

A.PLATFORM

The OS relies upon a trustworthy computing platform for its
execution. This underlying platform is out of scope of this
PP.

A.PROPER_USER

The user of the OS is not willfully negligent or hostile, and
uses the software in compliance with the applied enterprise
security policy. At the same time, malicious software could
act as the user, so requirements which confine malicious
subjects are still in scope.

A.PROPER_ADMIN

The administrator of the OS is not careless, willfully
negligent or hostile, and administers the OS within
compliance of the applied enterprise security policy.

Table 1 Assumptions on the Operational Environment

1.4. TOE Delivery

The evaluated TOE is delivered as a pre-installed operating system on an Apple Mac with a T2
security coprocessor. All these Mac devices have the latest macOS version that is available for
installation at the time of manufacturing. Digitally signed and verifiable updates to the TOE can
be downloaded from: https://support.apple.com/downloads/macos. The evaluated TOE hardware
models were shipped to Acumen Security CCTL located at 2400 Research Blvd, Suite #395,
Rockville, MD 20850. The hardware models are securely kept at the CCTL location.

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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2. TOE Self Tests

The TOE is designed to perform all required self-tests without the need for any TOE
configuration changes. If any of the self-tests fail, the TOE will immediately shutdown and
prevent any attempted use of the unverified TOE.

2.1. Cryptographic Module Tests

FIPS 140-2 requires that all five cryptographic modules within the TOE perform the FIPS Power-
On-Self-Tests (FIPSPOST) to ensure the integrity of the modules. HMAC-SHA-256 is used as an
approved algorithm for the integrity test of the modules. This first step is invoked by the iBoot
process upon power-up.

2.2. Cryptographic Algorithm Tests

FIPS 140-2 also requires that all five cryptographic modules perform self-tests to ensure the
correctness of the cryptographic functionality upon power-up. In addition, the DRBG performs
the required continuous health verification.

If the integrity and self-tests succeed for all five modules, the modules are made available to
their calling services without reloading and the startup of the TOE continues. If any of the self-
tests fail, the TOE will immediately shutdown.

The FIPSPOST of the TOE performs the following Cryptographic Algorithm Tests:

Algorithm Modes Test

Triple-DES CBC KAT (Known Answer Test),
Separate
encryption/decryption

operations are performed.

AES implementations selected | CBC, XTS, GCM KAT
by the module for the
corresponding environment
AES-128

DRBG (CTR_DRBG and N/A KAT
HMAC_DRBG; tested
separately)

HMAC-SHA-1, HMAC-SHA- N/A KAT
256, HMAC-SHA-512

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.

8



ECDSA Signature Generation, Pair-wise consistency test
Signature Verification.

RSA Signature Generation, KAT
Signature Verification.

Table 2 Cryptographic algorithms

2.2. Software/Firmware Integrity Tests

All other TOE firmware and software integrity tests are performed using digital signature
verification prior to any execution of the corresponding code.

When a Mac computer with the Apple T2 Security Chip is turned on, the chip executes code from
read-only memory known as Boot ROM. The Boot ROM code contains the Apple Root CA public
key, which is used to verify that the iBoot bootloader is signed by Apple’s private key before
allowing it to load. This immutable code, referred to as the hardware root of trust, is laid down
during chip fabrication and is audited for vulnerabilities and implicitly trusted. This is the first
step in the chain of trust. iBoot verifies the kernel and kernel extension code on the T2 chip,
which subsequently verifies the Intel UEFI firmware. The UEFI firmware and the associated
signature are initially available only to the T2 chip.

2.3. Critical Function Tests

No other critical function test is performed on power up.

3. Prerequisites for Installation

The User should ensure that compatible hardware is available before installing the TOE. The TOE
cannot be installed on non-Apple products nor it can be installed as a virtual instance. The TOE
can be installed on any one or all the above hardware platforms; refer Section 1.2 for a complete
list of supported hardware platforms.

3.1. Disable Excluded Functionality

The following interfaces are not included as part of the evaluated configuration.

Functions Exclusion discussion

Two-Factor

a Two-factor authentication is an extra layer of security for an Apple ID used in
Authentication

the Apple store, iCloud and other Apple services. It is designed to enhance
the security on these on-line Apple accounts. This feature is outside the
scope of the evaluation.

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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Functions Exclusion discussion

Bonjour Bonjour is Apple’s standards-based, zero configuration network protocol that
lets devices find services on a network. This feature is outside the scope of
the evaluation.

¥PN Slpl't VPN split tunnel is not included in the evaluation and must be disabled in the

unne

mobile device configurations meeting the requirements of this CC evaluation.

Siri Interface

The Siri interface supports some commands related to configuration settings.

This feature is not included in the evaluation and must be disabled in the
mobile device configurations that meet the requirements of this CC
evaluation.

Table 3 Excluded functionality

The instructions below will enable the reader to disable the above functionalities:

1.

Two-Factor Authentication: If Two factor authentication is already enabled, it cannot be
turned off. Latest versions of macOS require this extra level of security, which is designed
to protect the user's information. However, if the user has recently updated their account
to the latest version of macOS then they can unenroll within two weeks of enrollment.
Follow the steps below to unenroll from Two factor authentication:

a. Open enrollment confirmation email and click the link to return to your previous
security settings.

b. Note that turning off Two factor authentication makes the user’s account less
secure and the user cannot use features that require high security.

Bonjour: Bonjour is out of scope and is not an interfering service. No instructions are
necessary.

3. VPN Split Tunnel:

a. Open Apple Menu,

b. Click on System Preferences,

c. Click on Network -> <VPN-Identifier> -> Advanced and
d. Check “Send all traffic over VPN connection”.

4. Siri Interface:

a. Open Apple Menu,
b. Click on System Preferences and
c. Click on Siri -> Uncheck “Enable Ask Siri".

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.

10




3.2. TOE Management Functions

The TOE supports the following roles: Administrator and User. A user can Enable/disable
screen lock, Configure screen lock inactivity timeout and Enable/disable Bluetooth
interface.

The TOE administrator can configure management functions on the TOE as explained below:

1. Enable/Disable Screen-lock
a. Open Apple Menu
Click on System Preferences -> Security & Privacy,
Click on General,
Uncheck “Require password immediately after sleep or screen save changes”.
Click on “Turn Off Screen Lock".

® 00 T

@ < i Security & Privacy Q

m FileVault ~ Firewall  Privacy

A login password has been set for this user Change Password...

Require password | immediately E after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:

App Store
° App Store and identified developers

~

[_f_] Click the lock to prevent further changes Advanced... ?

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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Are you sure you want to turn off
screen lock?
Your saved passwords and important data can be

Alogin used by others who have access to your Mac if you
turn off screen lock.

Turn Off Screen Lock m ps

v| Disable automatic login

Allow apps downloaded from:
App Store
* App Store and identified developers

”~

[l Click the lock to prevent further changes. Advanced... ?

() < ] Security & Privacy Q

[COEE FileVault  Firewall  Privacy

X

A login password has been set for this user Change Password...

| Require password ¢ after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers

’
B Click the lock to prevent further changes Advanced... ?

2. Configure screen-lock inactivity timeout

a. Open Apple Menu
Click on System Preferences -> Security & Privacy,
Click on General,

At the bottom left, click on “Click the lock to make changes”. The TOE will prompt the
user to enter their administrator user account password.

o oo
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e. Apart from “immediately”, the user can select different time values such as 5 seconds,
15 minutes or 8 hours (maximum). For a full list of supported time values, refer to the
screenshot below.

® < sees Security & Privacy Q

| Gener: ™~ FileVault Firewall Privacy

A login password has been set for this user Change Password..

Require passwor v immediately ' after sleep or screen saver begins
6 seconds
1 minute

5 minutes

15 minutes
1 hour

4 hours

8 hours

Show a message i locked

Disable automati

Allow apps downloaded from:

App Store
© App Store and identified developers

8 Click the lock to prevent further changes Advanced... ?

3. Configure local audit storage capacity

a. Execute: sudo su

b. Navigate to /etc/security/

c. Execute: vi audit_control

d. Change the filesz:10M, for 10 MB file size.
e. Save the file and exit.

f. Audit Log:

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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1" pid="1442" sid

e

4. Configure minimum password length

The TOE supports a password length of minimum 8 characters including Letters (Uppercase and
Lowercase), Numbers and Special Symbols. Refer section “12 Password Policy” of this document
for detailed instructions.

e Example:

Getting global account policies
<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC *~//Apple//DTD PLIST 1.8//EN" "http://www.apple.com/DTDs/Prop
ertylist-1.0.dtd">
<plist version="1.0">
<dict>
<key>policyCategoryPasswordContent</key>
<array>
<dict>
<key>policyContent</key>
<string>policyAttributePassword matches ‘*$|.{(8, }+ji</string>
<key>policyContentDescription</key>
<dict>
<key>ar</key>

e Audit Log:

5. Configure lockout policy for unsuccessful authentication attempts through timeout between
attempts

a. Refer section “12 Password Policy” of this document for detailed instructions.

b. Example:

- — m

c. Audit Log:

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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6. Configure host-based firewall
a. Open Apple Menu,
b. Click on System Preferences -> Security & Privacy

c. At the bottom left, click on “Click the lock to make changes”. The TOE will prompt the
user to enter their administrator user account password.

d. Click on “Turn on Firewall” or “Turn Off Firewall".

e. When the firewall is On, click on “Firewall Options...” for additional firewall
configuration options.

@ < HHH Security & Privacy Q

General  FileVault JRICNENEY Privacy

® Firewall: On Turn Off Firewall

The firewall is turned on and set up to prevent unauthorized applications, programs, and
services from accepting incoming connections.

Firewall Options...

[l Click the lock to prevent further changes Advanced... ?

f. Audit Log:

7. Configure name/address of audit/logging server to which to send audit/logging records
e Prerequisites:
o A user account with administrator privileges.
o A Syslog server running and configured to receive the audit events.

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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e To redirect logs in macOS to a syslog server, it is necessary to edit the file syslog.conf
located in:

[etc/syslog.conf

e Then add the following line (replace it with the IP of your syslog server):
** @syslog_server_ip
e To customize the port number (e.g. 514) use @syslog_server_ip:514 instead.

e This change should be instant, if not the syslog service has to be restarted typing the
following command in Terminal app:

e launchctl start com.apple.syslogd

e To verify that the configuration was successful, perform a privilege elevation, by
typing “sudo su” in the Terminal app:

cert@mac-mini-i5-86888 -~ % sudo su
[[Password:
sh-3.2& §

e The audit record should be sent and received by the remote audit server:

3-27T14:57:15-0

8. Configure audit rules
a. Refer section “14 Auditing” for detailed instructions.

b. Example:

= L -

L e ke ke L

Hh

c. Audit Log:
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9. Enable/Disable automatic software update
a. Open Apple Menu,
b. Click on System Preferences,
c. Click on Software Update,
d. Uncheck “Automatically keep my Mac up to date”.

L] 4 HH Software Update Q

Your Mac is up to date — macOS Catalina 10.15.5
Last checked: Yesterday at 3:33 PM

Software Update Automatically keep my Mac up to date Advanced... ?

e. Audit Log:

10. Configure Bluetooth
a. Open System Preferences,
b. Click on Bluetooth

@ < T Bluetooth al

Devices

Magic Keyboard

Magic Mouse 2

Bluetooth: Off

Turn Bluetooth On

Show Bluetooth in menu bar Advanced... ?

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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c. If the Bluetooth is Off (as shown in the screenshot above), then click on “Turn
Bluetooth On” to enable Bluetooth.

[0} 4 e Bluetooth |

Devices

Magic Keyboard

Magic Mouse 2

Bluetooth: On
Turn Bluetooth Off
Now discoverable as

“mac-mini-i5-8500B"

Show Bluetooth in menu bar Advanced... ?

e. Once the Bluetooth is enabled, the TOE will display its' computer name under “Now
discoverable as”. This means that the TOE is ready to connect or pair with other
Bluetooth enabled devices.

f. To disable Bluetooth, click on “Turn Bluetooth Off".

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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(@] < i Bluetooth (o]

Devices

Magic Keyboard

Magic Mouse 2

Bluetooth: Off

Turn Bluetooth On

Show Bluetooth in menu bar Advanced.. ?

é. Audit Log:

11. Network Time Server
a. Execute the commands below:
i. /usr/sbin/systemsetup -setnetworktimeserver “time.euro.apple.com”
iil. /usr/sbin/systemsetup -setusingnetworktime on

12. Configure Wi-Fi Interface
a. Open Apple Menu,
b. Click on System Preferences -> Network -> Wi-Fi

c. At the bottom left, click on “Click the lock to make changes”. The TOE will prompt the
user to enter their administrator user account password.

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.
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d. Click on Advanced symbol to manually configure different Wi-Fi settings such as
TCP/IP, DNS etc. Note some information is intentionally blurred in the screenshots
below to protect confidential information.

() < i Network = |
Location: Automatic B
Wi-Fi —
i - Status: Connected Turn Wi-Fi Off
Wi-Fi is connacted to, and has the IP
@ Bluetooth PAN 9 e
Mot Conr
Ethernet \ 1
® \otComected <P Network Name: - SRR B
@ Thunde..It Bridge /. 3 Automatically join this network
Mot nect ~

Ask to join Personal Hotspots

Show Wi-Fi status in menu bar Advanced... ?

E &l Click the lock to make changes

—~ Wi-Fi
wi-Fi I DNS  WINS  8021X  Proxies  Hardware
Configure IPv4: | Manually ﬁ

Subnet Mask: —
router: (D

Configure IPv6: = Off 9

? Cancel OK
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= Wi-Fi

Wi-Fi  TCP/IP iu WINS  8021X  Proxies Hardware

DNS Servers: Search Domains:

+ IPv4 or IPv6 addresses +

? Cancel OK

e. Audit Log:

4. Installation of the Apple macOS Catalina 10.15

The TOE comes pre-installed on the supporting hardware platforms as mentioned above. The
TOE has a built-in update feature that the user can leverage. Should the need arise, the user can
manually download and re-install and/or update the TOE on the supporting hardware.

It is recommended to take a back-up of the TOE before updating the TOE.
Updating the TOE using built-in feature:

e Start System & Preferences.

e Click on Software Update.

o If there is a software update to the TOE, then it will be displayed here.
e C(lick on Update Now to update the TOE.

The TOE implements anti-rollback feature that prevents the user from downgrading the TOE
software version to an earlier version. This feature helps avoid rollback attacks.
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4.1.

Clean Installation steps for the TOE

Before installing/re-installing the TOE, the user should backup the TOE to a media (e.g. hard
drive) and keep the media in a safe and secure location such as a locker/safe. The TOE can be
installed in different ways as described below.

4.1.1.

5.

Install the TOE from Apple website

Download macOS Catalina from https://support.apple.com/downloads/macos

After downloading, double click on macOSUpdXXX.dmg file, where XXX = actual macOS
Catalina version.

Before updating, the TOE will verify the downloaded file via digital signature verification.

If the digital signature verification is successful, the TOE will proceed to install the update.
Occasional TOE reboot is normal during the installation.

If the digital signature verification is unsuccessful, the TOE will not proceed with the
update/installation process.

The TOE will reboot after the update is successfully installed.

Reinstall the TOE

On the TOE, choose Apple menu > Restart.
Immediately after the TOE reboots, do one of the following:

o Install the latest version of the TOE from the Internet: Press and hold Option-
Command-R until a spinning globe appears, then release the keys. This option
installs the latest version of the TOE that is compatible with the user's computer.

o Reinstall your computer’s original version of macOS from the Internet: Press and
hold Shift-Option-Command-R until a spinning globe appears, then release the
keys. This option installs the most recent version of the TOE that came up with
the user's computer, including any available updates to that version.

o Reinstall the TOE from the built-in recovery disk on your computer: Press and hold
Command-R until the Utilities window appears. This option reinstalls the version
of the TOE stored on the user’s computer built-in recovery disk, including any
updates that the user installed.

Select Reinstall macOS, then click continue.
Follow the onscreen instructions. In the pane where you select a disk, select your current
macOS disk (in most cases, it's the only one available).

For additional information and support about reinstalling the TOE refer macOS User
Guide.

Check Software Updates

The TOE operating system (OS) updates, and software application updates can be downloaded
manually from Apple website. The installation of authentic OS updates and software application

updates is covered in Section 6.
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Note: By default, the TOE uses TLS v1.3 to establish a secure channel with Apple website and
hence the TOE had to be configured to use a Proxy that limited the TLS version to TLS v1.2.
Therefore, the user must configure a Proxy instance on the TOE that would restrict the TLS
version to TLS v1.2. An example of Proxy configuration is provided in Appendix A.

6. Installing Updates

Authentic OS and software application updates can be downloaded from
https://support.apple.com/downloads. Once an update(s) is downloaded, the user can initiate
the installation of that update in the following manner:

e Download the appropriate update from https://support.apple.com/downloads according
to the user requirement(s).

e Double click on the downloaded update.

e The TOE verifies the integrity of the software update by performing an RSA 2048-bit
digital signature verification.

e After the digital signature verification is successful the TOE will install the update.

o If the digital signature verification fails, the TOE will warn the user that the digital
signature verification failed and will not install the update. The TOE then terminates the
update process.

Note: For OS updates, the TOE may occasionally reboot itself during the update process. This
behavior is not uncommon. Software Application updates may or may not require the TOE to
reboot.

6.1. Installing OS updates

¢ Download the appropriate OS update from https://support.apple.com/downloads
according to the user requirements.

¢ In this case, “macOSUpd10.15.6.dmg" was downloaded and installed. Before installing the
update, the TOE performs a digital signature verification.

Opening "mac0SUpd10.16.6.dmg"...
Cancel

Yerifying... Skip
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Opening "macOSUpd10.16.6.dmg"...

Finishing...

e After successful digital signature verification, the TOE will proceed with the installation.
Follow onscreen instructions.

e Additionally, the user can click on the “lock icon” in the upper right-hand corner of the
installer window to verify the digital signature as shown below. This approach can be
used to verify digital signature on any installer.

ztall macO5 10.15.6 Update 2

= Apple Root CA
L [E] Apple Software Update Certification Authority
® Intro L =) Software Update

Read

his

Licen . Software Update

Destl i _"'f'_’“o”f' lssued by: Apple Software Update Certification Authority
Expires: Saturday, April 14, 2029 at 5:28:23 PM Eastern
Daylight Time

® This certificate is valid

Insta

¥ Details
Subject Name
Common MName Software Update
Organization Apple Inc.
Country or Region US

Issuer Nama
Commeon Name Apple Software Update Certification Authority
Organizational Unit Certification Authority
Organization Apple Inc.

Country or Region US |
Itinue
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w Install macO$ 10.15.6 Update =

Installing macOS 10.15.6 Update

Introduction
Read Me
License

Destination Select Preparing macOS 10.15.6 Update
Installation Type

¢ Installation

When this is done, you'll be asked to restart your computer.

e After the TOE prepares the OS update, the TOE will prompt the user to install the OS
update. If the user does not want to install the update, then the user can simply close the
window and the TOE will not be updated.

e C(lick on Restart to start the installation process. The TOE will reboot once the update is
successfully installed.

e0 « Install mac0$ 10.15.6 Update =

The installation will continue after your computer restarts.

Intreduction
Read Me

License N
Destination Select

Installation Type

The installation was prepared.

The software is ready to be installed.

Installation

® Summary

Click Restart to begin installing the software.

Restart

The user can verify that the updated version of the TOE by navigating to “Apple Symbol”

-> “About This Mac” -> “Overview”
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macOS Catalina

‘\fersion 10.15.6

6.2. Installing Software Application Updates

The software application updates can be installed on the TOE in a similar way as that of OS
updates.

¢ Download the appropriate Software Application update from
https://support.apple.com/downloads according to the user requirements.

¢ In this case, "ProVideoFormats.dmg” was downloaded and installed. Before installing the
update, the TOE performs a digital signature verification.

Opening "ProVideoFormats.dmg”...

Cancal

'-.n'erihrin-u.. sSkp

e After successful digital signature verification, the TOE will proceed with the installation.
Follow onscreen instructions.

e Additionally, the user can click on the “lock icon” in the upper right-hand corner of the
installer window to verify the digital signature as shown below. This approach can be
used to verify digital signature on any installer.

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.

26


https://support.apple.com/downloads

‘w4 Install Pro Video Formats

=i Apple Root CA

-

Country or Region

lssuar Name

J Common Name
Organizational Unit
— | Organization

Cauntry or Region

v [E] Apple Software Update Certification Authority
L [ Software Update

Iszied by Apple Software Update Certification Authority
Expires: Saturday, April 14, 2029 at 5:28:23 PM Eastern

& This certificate |5 valkd

Software Update
Apple Inc,
us

L Software Update
’ [ Y -
i = [aylight Time
Sl ‘h..q
¥ Details
Subject Name
Common Mame
Organization

Apple SGleﬂr&IUpdalE Cerufication Authority
Certification Authority

Apple Inc,

us

XF

itinue

User Name: cert

— Installer is trying to install new software.

Y
I il Enter your password to allow this.

Password: looooooooo I

Click on Install Software to begin with the installation process. Follow onscreen
instructions.

The TOE will request the user to enter admin credentials to proceed with the update.
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@ w Install Pro Video Formats

| »)

The installation was completed successfully,

- U‘qu}fction‘ - -1
Yoo B

[P¥" Destination SeleofE 85

"« indtallgtion Tvpc,/

v “‘!ristéliauon

The installation was successful.

The software was installed

¢ Summary

e Click on Close to close the window.

7. TOE Startup Security Utility

Startup Security Utility is a replacement to the previous Firmware Password Utility. On Mac
computers with an Apple T2 Security Chip, it handles a larger set of security policy settings. The
utility is accessible by booting into recovery OS and selecting Startup Security Utility from the
Utilities menu. The advantage of putting critical system security policy controls (such as secure
boot or SIP) in the recovery OS is that the entire OS is integrity checked. This ensures that any

attacker code that has broken into the Mac can't trivially impersonate the user for purposes of
further disabling security policies.
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@ Startup Security Utility

—~ Firmware password protection is off.

Turn on a firmware password to prevent this computer from starting up from a
r different hard disk, CD, or DVD without the password.

Turn On Firmware Password...

Secure Boot

o Full Security
Ensures that only your current OS, or signed cperating system software currently
trusted by Apple, can run. This mode requires a network connection at software
installation time.
Medium Security
Allows any version of signed operating system software ever trusted by Apple to run.
No Security
Does not enforce any requirements on the bootable 0S.

Allowed Boot Media

O Disallow booting from external or removable media
Restricts the ability to boot from any device not protected by the T2 such as USE and
i drives or PCle or SATA drives.

Allow booting from external or removable media
Does not restrict the ability to boot from any devices.

Critical policy changes now require authentication, even in recovery mode. This feature is
available only on Mac computers containing the T2 chip. When Startup Security Utility is first
opened, it prompts the user to enter an administrator password from the primary macOS
installation associated with the currently booted macOS Recovery. If no administrator exists, one
must be created before the policy can be changed. The T2 chip requires that the Mac computer
is currently booted into macOS Recovery and that an authentication with a Secure Enclave
backed credential has occurred before such a policy change can be made. Security policy
changes have two implicit requirements. macOS Recovery must:

e Be booted from a storage device directly connected to the T2 chip, because partitions
on other devices don’t have Secure Enclave backed credentials bound to the internal
storage device.

e Reside on an APFS-based volume, because there is support only for storing the
Authentication in Recovery credentials sent to the Secure Enclave on the “Pre-boot”
APFS volume of a drive. HFS plus-formatted volumes can’t use secure boot.

This policy is only shown in Startup Security Utility on Mac computers with an Apple T2 Security
Chip. Although most use cases shouldn’t require changes to the secure boot policy,
administrators are ultimately in control of their device’s settings, and may choose, depending on
their needs, to disable or downgrade the secure boot functionality on their Mac.

Secure boot policy changes made from within this app apply only to the evaluation of the chain
of trust being verified on the Intel processor. The option “Secure boot the T2 chip” is always in
effect.

The secure boot policy can be configured to one of three settings: Full Security, Medium
Security, and No Security. No Security completely disables secure boot evaluation on the Intel
processor and allows the user to boot from any supported and allowed boot media.
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7.1.

Mac startup key combinations:

To use any of these key combinations, press and hold the keys immediately after pressing the
power button to turn on your Mac, or after your Mac begins to restart. Keep holding until the
described behavior occurs.

7.1.1.

Command (3)-R: Start up from the built-in macOS Recovery system. Or use Option-
Command-R or Shift-Option-Command-R to start up from macOS Recovery over the
Internet. macOS Recovery installs different versions of macOS, depending on the key
combination you use while starting up. If your Mac is using a firmware password, you're
prompted to enter the password.

Option (<) or Alt: Start up to Startup Manager, which allows you to choose other available
startup disks or volumes. If your Mac is using a firmware password, you're prompted to
enter the password.

Option-Command-P-R: Reset NVRAM or PRAM. If your Mac is using a firmware password, it
ignores this key combination or starts up from macOS Recovery.

Shift (1): Start up in safe mode. Disabled when using a firmware password.

D: Start up to the Apple Diagnostics utility. Or use Option-D to start up to this utility over
the Internet. Disabled when using a firmware password.

N: Start up from a NetBoot server, if your Mac supports network startup volumes. To use the
default boot image on the server, hold down Option-N instead. Disabled when using
a firmware password.

Command-S: Start up in single-user mode. Disabled in macOS Mojave or later, or when
using a firmware password.

T: Start up in target disk mode. Disabled when using a firmware password.

Command-V: Start up in verbose mode. Disabled when using a firmware password.

Eject ([A]) or F12 or mouse button or trackpad button: Eject removable media, such as an
optical disc. Disabled when using a firmware password.

If a key combination doesn't work

If a key combination doesn't work at startup, one of these solutions might help:

Be sure to press and hold all keys in the combination together, not one at a time.

Shut down your Mac. Then press the power button to turn on your Mac. Then press and
hold the keys as your Mac starts up.

Wait a few seconds before pressing the keys, to give your Mac more time to recognize
the keyboard as it starts up. Some keyboards have a light that flashes briefly at startup,
indicating that the keyboard is recognized and ready for use.

If you're using a wireless keyboard, plug it into your Mac, if possible. Or use your built-in
keyboard or a wired keyboard. If you're using a keyboard made for a PC, such as a
keyboard with a Windows logo, try a keyboard made for Mac.
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e If you're using Boot Camp to start up from Microsoft Windows, set Startup Disk
preferences to start up from macOS instead. Then shut down or restart and try again.
Remember that some key combinations are disabled when your Mac is using a firmware
password.

8. Configuring TLS

The TOE implements TLS v1.2 (RFC 5246). The following cipher suites are supported by the OS
for TLS session establishments. No configuration is needed from the user.

e TLS_RSA_WITH_AES_128_CBC_SHA as defined in RFC 5246

e TLS_RSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5246

e TLS_RSA_WITH_AES_256_CBC_ SHA256 as defined in RFC 5246

o TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 as defined in RFC 5289

e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHAZ256 as defined in RFC 5289

e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 as defined in RFC 5289

e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289
The TOE supports the following NIST Elliptic Curves in the Client Hello. No configuration is
needed from the user.

e Secp256r1

o Secp384r1

e Secp521r1

The TOE comes pre-installed with Certificate Authorities (CA) in the Trust Anchor Database to
establish a chain of trust. Additionally, the TOE allows the user to manually import, install and
trust custom CAs. This can be achieved by installing the CA certificate to the TOE System
keychain. The screenshots below show how to install and trust a custom CA certificate on the
TOE.

e Double click on the CA certificate that needs to be installed on the TOE. In this case,
root_ocsp

e The TOE will automatically open the built-in Keychain Access application as shown below.
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@ Keychain Access File Edit View Window Help
850 + O Q
Keychains
- = root_ocsp
@' login e | Root certificate authority
é‘ Local Items - Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time
{4 system € This root certificate is not trusted
System Roots
Name ~  Kind Expires Keychain
] com.apple.kerberos.kdc certificate Nov 29, 2039 at 1:58:07 AM System
] com.apple.systemdefault certificate MNov 29, 2039 at 1:58:06 AM System
[®% root ocsp certificate Mar 10, 2021 at 8:33:00 AM System

Category
A Al tems
4. Passwords
Secure Notes
EJ] My Certificates
F Keys
[ Certificates

Double click on root_ocsp certificate to view its contents as shown below:

@ Keychain Access File Edit

View Window Help

Keychains
- : = root_ocsp
& login ’,,/m””' Root certificate authority
g Local ltems -
f;] System € This root certificate is
System Roots
Name A
&) com.apple.kerberos.kdc
5] com.apple.systemdefault
Lg root_ocsp
Categor
gory . .
A Al ltems
root_ocs
... Passwords [ Cergpecre =acsp
Secure Notes Powt
] My Certificates -
§ Keys > Trust
2] Certificates ¥ Details

Subject Name
Country or Region
State/Province
Locality
Organization
Organizational Unit
Common Name
Email Address

Issuer Name
Country or Region
State/Province
Locality
Organization
Organizational Unit
Common Name

not trusted

Kind Expires

certificate Nov 29, 2039 at 1:58:07 AM

certificate Nov 29, 2039 at 1:58:06 AM

certificate Mar 10, 2021 at 8:33:00 AM
root_ocsp

Root certificate authority
Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time
€ This root certificate is not trusted

us

MD

Rockville

Acumen Security
Acumen Security
root_ocsp
info@acumensecurity.net

us

MD

Rockville
Acumen Security
Acumen Security
root_ocsp

Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time

Keychain
System
System
System

Click on arrow to the left of 7rustand select Always Trust
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[} Keychain Access File Edit View Window Help
Keychains
X = root_ocsp
@ login ""Mml' Root certificate authority
ﬁ‘ Local Items - Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time
l;) System © This root certificate is not trusted
| [T System Roots
‘ Name ~ Kind Expires Keychain
] com.apple.kerberos.kdc certificate Nov 29, 2039 at 1:58:07 AM System
] com.apple.systemdefault certificate Nov 29, 2039 at 1:58:06 AM System
l@ root_ocsp certificate Mar 10, 2021 at 8:33:00 AM System
Category o0 e root_ocsp
| A& Allitems i
/.. Passwords root_ocsp

Coertiffcate :
- abiint Root certificate authority

Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time

Secure Notes

EJ My Certificates = @ This root certificate is not trusted
? Keys v Trust
. Certificates . . ”
When using this certificate v Use System Defaults ' ?
Always Trust
Secure Sockets Layer (SSL Nevse Triist '
Secure Mail (S/MIME) ' no vaiue specimea d
Extensible Authentication (EAP) no value specified B
IP Security (IPsec) no value specified B
Code Signing  no value specified
Time Stamping no value specified
X.509 Basic Policy no value specified
¥ Details
Subject Name
Country or Region US
State/Province MD
Locality Rockville
@ Keychain Access File Edit View Window Help
Keychains
. 7 root_ocsp
‘ @' login ,""/M/' Root certificate authority
é‘ Local Items .| Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time
i 4 System € This root certificate is not trusted
| |5 System Roots
: Name ~ Kind Expires Keychain
1 com.apple.kerberos.kdc certificate Nov 29, 2039 at 1:58:07 AM System
&) com.apple.systemdefault certificate Nov 29, 2039 at 1:58:06 AM System
L rootocsp certificate Mar 10, 2021 at 8:33:00 AM System
Category [ NoN ] root_ocsp
A Allitems T I
> root
/.. Passwords Bt _ocsp

Root certificate authority

Secure Notes : Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time

EJ My Certificates — € This root certificate is not trusted
® Keys ¥ Trust
[ZJ Certificates

When using this certificate: = Always Trust

©
-~

Secure Sockets Layer (SSL)  Always Trust
Secure Mail (S/MIME) = Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

Code Signing = Always Trust

Time Stamping = Always Trust

X.509 Basic Policy  Always Trust

[clofolololo] ol
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(3 Keychain Access File Edit View Window Help

Keychains
_ - - root_ocsp
@' login A Root certificate authority
E£ Local Items - Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time
(4 System © This certificate is marked as trusted for all use
System Roots
Name Kind Expires Keychain
] com.apple.kerberos.kdc certificate Nov 29, 2039 at 1:58:07 AM System
5] com.apple.systemdefault certificate Nov 29, 2039 at 1:58:06 AM System
[y root_ocsp certificate Mar 10, 2021 at 8:33:00 AM System
[ ] ® root_ocsp
I ] root_ocsp
Coortifieate % y
| Root certificate authority
Category a Expires: Wednesday, March 10, 2021 at 8:33:00 AM Eastern Standard Time
2 All ltems © This certificate is marked as trusted for all users
¢ > Trust
(.. Passwords .
¥ Details

a Secure Notes
E] My Certificates
@ Keys

Subject Name
Country or Region US
State/Province MD
< Certificates Locality Rockville
Organization Acumen Security
Organizational Unit Acumen Security
Common Name root_ocsp
Email Address info@acumensecurity.net

Issuer Name
Country or Region US
State/Province MD
Locality Rockville
Organization Acumen Security
Organizational Unit Acumen Security

Common Name root_ocsp

8.1 Configure TOE for TLS Mutual Authentication
The user can configure the TOE for mutual authentication as described below:
e Obtain a TLS Client certificate.
e Install the TLS Client Certificate on the TOE Keychain.
e Establish a connection with the TLS webserver that requests the TLS Client certificate.

e During the TLS handshake, the TOE will prompt the user to enter their account password.
This password proves as the authorization factor to use the TLS Client certificate.

e After entering the correct password in the password prompt, the TOE will use its’ TLS
Client certificate to authenticate itself to the TLS webserver.

9. TOE Cryptographic Operation — Hashing, Encryption and
Decryption

The TOE performs encryption and decryption services for data using AES-CBC (as defined in NIST
SP 800-38A), AES-XTS (as specified in IEEE 1619) and AES_GCM (as defined in NIST SP 800-38D)
with cryptographic key sizes 128-bit and 256-bit.

The TOE supports Cryptographic hashing services conforming to FIPS PUB 180-4. The hashing
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algorithms are used for signature services and HMAC services. The following hashing algorithms
are supported: SHA-1, SHA-256, SHA-384 and SHA-512. The message digest sizes supported are:
160 bits, 256 bits, 384 bits and 512 bits.

Note: By default, the TOE supports the hash sizes. The TOE does not allow the user to configure
the hash size.

10. Buffer Overflow Protections

The TOE employs Stack-based Buffer Overflow Protections (SBOP) using address space layout
randomization and non-executable stack and heap. The host platforms of the TOE support a
feature called the NX bit which allows the operating system to mark certain parts of memory as
non-executable. If the processor tries to execute code in any memory page marked as non-
executable, the program will crash. The TOE leverages this feature by marking the stack and
heap as non-executable. This makes buffer overflow attacks difficult because any attack(s) that
places executable code on the stack or heap and then tries to execute that code will fail.

The rationale for all the binaries that are not protected by SBOP are provided below:

e Type 1: The compiler can optimize away stack usage (which is certainly something
macOS heavily rely on for performance reasons).

e Type 2: Some binaries are just small entry points that rely on system frameworks for
all of their functionality. There, the binary itself is going to be really small (less than
~1000 instructions, sometimes as small as 10 instructions), so is much less likely to
need stack protection.

e Type 3: There are very short program/functions that does not access the stack (and
just forwards to system frameworks to do the real work)

e Type 4: There are tiny binaries with a single trivial function that does not need stack
protections or tiny wrappers that does not make use of the stack.

e Type 5: Some binaries do not access the stack in any kind of vulnerable way.
The TOE also randomizes process address memory location with 16 bits of entropy.

Note: By default, the TOE implements the SBOP feature which cannot be disabled by the user.

11. Creating User Accounts

The TOE allows the user to add or create a new user(s). The process of creating a new user is
shown below:

o Start System Preferences application:

© 2020 Apple Inc., All rights reserved. This document may be reproduced and distributed only in its original entirety without revision.

35



o0 i System Preferences [Q ]

% Acumen Security E
Apple ID, Media & App Store

Apple ID

Details...

S

Start Using iCloud

Z @ mE 0 Q@

General Desktop & Dock Mission Siri Spotlight Language Notifications
Screen Saver Control & Region
@ = O . 9
& -
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
Software Metwork Bluetooth Sound Printers & Keyboard Trackpad Mouse
Update Scanners
== /e ® &
o= & @ ) =
Displays Sidecar Energy Date & Time Sharing Time Startup
Saver Machine Disk

Select Users & Groups

o0 4 HH Users & Groups [Q| ]

Passwurd Login Items

acumensec
Admin acumensec Change Password...

J
o

-~

Contacts Card: | Open...
m' Login Options

ﬁ Click the lock to make changes.

e Click on Click the lock to make changes and enter your current login password.
e Then click on + symbol and add a new user as shown below:
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e [ Q
New Account: = Administrator a
acumen §
Admin Full Name: |test-admin ;word...
2 User.1 Account Name: |test-admin
Standard This will be used as the name for your home folder.
Acumer
Admin Password: eesssssse ?
User_2
Standard Verify: eesescsecss
Guest L
off e T
Password hint: | this is a test-admin account for AGD purposes)|
(Recommended)
2 Cancel
m Login O v "
v
+
~
Ej Click the lock to prevent further changes. ?

e Click on Create User.

e After clicking on Create, a new user test-admin is added to the TOE with Administrator
privileges.

[ ] 4 S Users & Groups Q,

acumensec test-admin Reset Password...
Admin

+p User1
Standard

Acumen
Admin

User_2
Standard

test-admin
Admin

Guest User k
Off

m Login Options
+ p—

Allow user to administer this computer

~

Eﬁ Click the lock to prevent further changes. ?

e To delete a user, click on — symbol and click on Delete.
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oups Q

1 o Are you sure you want to delete the user account
“test-admin”?
acug To delete this user account, select what you want to do with the home ',rd‘"

Admi folder for this account, and then click "Delete User"
.) Use Save the home folder in a disk image
Stan The disk image is saved in the Deleted Users folder (in the
Acu Users folder).
Adm g
Don’t change the home folder

tthse The home folder remains in the Users folder.

an
test © Delete the home folder
Adm
Gue Cancel
Off

m Login Options
+ —

V| Allow user to administer this computer

A
Eﬁ Click the lock to prevent further changes ?

o After deleting the user, the TOE looks like below:

[ ] < Users & Groups Q,
acumensec
Admin
-} Userl . n
Standard Allow guests to log in to this computer
Acumen Enable the guest user so that friends can temporarily log in to your
Admin computer. Logging in to the guest account does not require a
2 password. Users cannot log in to the guest account remotely. If
User_ FileVault is turned on guest users can only access Safari.
Standard
G When a guest user logs out, all information and files in the
O#ESt User guest account's home folder are deleted.

Allow guest users to connect to shared folders

m Login Options
+

~

Eﬁ Click the lock to prevent further changes. ?

After successfully creating the user account(s), the users can locally administer the TOE. The
trusted path communication is secured using TLS v1.2 protocol.

11.1. Locking an Account
The TOE allows the user to lock a user account as shown below:

e Click on Apple symbol
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e Click on Lock Screen.
e The TOE will now lock the screen for the currently signed in User.

Finder File Edit View
About This Mac

System Preferences...

App Store... 1 update
Recent Items >
Force Quit... XHED
Sleep
Restart...
Shut Down...

" Lock Screen ~3Q |
Log Out acumensec... {3#Q

e After locking, the TOE screen looks like below:

~ acumensee.,

11.2. Creating Groups
The TOE allows the user to create Group(s) as shown below:

e Open System Preferences and click on Users & Accounts
e Click on + symbol and select Group
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s & Groups Q

New: | Group B

acumen i
Admin Full Name: !I(est-group| ) I §word...

- User 1 ? Cancel Create Group

Standard

Acumen
Admin
User_2
Standard

Guest User
off

Contacts Card: | Open...
m Login Options

4

”~

Eﬁ Click the lock to prevent further changes ?

e Click on Create Group
e New group will be created as shown below:

® < i Users & Groups Q
Name: test-group

acumensec
Admin .

< Membership: Users

2 User1 ” acumensec
Standard
Acumen J User.1
Admin
User_2 ” Acumen
Standard ‘ U >
ser.

Guest User -
off

h A

S5 test-group

m Login Options

+ ==

~
Ei Click the lock to prevent further changes. ?

11.3. Modifying or Deleting Groups
The TOE allows the user to delete group(s) as shown below:

e Open System Preferences and click on Users & Accounts
e Click on - symbol to delete group
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& Groups Q

4 Are you sure you want to delete the group
“test-group”?
acumenset The group “test-group” will be deleted permanently.

Admin

v cancel | (TSN

.} User
Standard I
5
Acumen J User1
Admin
User_2 “ Acumen
Standard ‘ U 2
ser.

Guest User =
off

v

test-group

m Login Options
+ —

~

E‘ Click the lock to prevent further changes. ?

e Click on OK to delete the group.

[ ] < it Users & Groups Q
acumensec .
Admin F Y
«% User 1 . .
Standard Allow guests to log in to this computer
Acumen Enable the guest user so that friends can temporarily log in to your
Admin computer. Logging in to the guest account does not require a

password. Users cannot log in to the guest account remotely. If

User_2 FileVault is turned on guest users can only access Safari.

Standard

G m When a guest user loge out, all information and files in the
guest account's home folder are deleted.

Allow guest users to connect to shared folders

m Login Options
+

f 2}
Ei Click the lock to prevent further changes. ?

11.4. Changing User Passwords

The TOE allows the User to change the existing password.
e Open System Preferences and click on Users & Groups
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acumensec
Admin

<) User1
Standard

Acumen
Admin
User_2
Standard

Guest User
Off

a acumensec

Users & Groups Q.

Change Password...

Contacts Card: = Open...
'm' Login Options
+
[ Click the lock to prevent further changes
e Click on Change Password
Q
Old password: eeessccese
L3
acumensec
i New password: eeeessees ® | Password...
. User.1 Verify: eeeesssse
Standard
Acumen Password hint:
Admin {Recommended)
User_2
St R T i
Guest User
off
Contacts Card:  Open...

m Login Options
+

P

w

Click the lock to prevent further changes

e Click on Change Password and the new password will be enforced by the TOE.

12. Password Policy

The TOE supports a password length of minimum 8 characters including Letters (Uppercase and
Lowercase), Numbers and Special Symbols. To apply a password policy the pwpolicy command
uses the -setaccountpolicies subcommand. This subcommand sets (replaces) the account polices
for the specified user. If no user is specified, it sets the global account policies. This
subcommand takes one argument: the path of the XML file containing the policies. To import a
global policy, it must be saved in a file (e.g. policy_file) and imported by typing the following

command in Terminal:

sudo pwpolicy -setaccountpolicies [path to policy_file]
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The following is an example of the text for a password policy that will configure the minimum
password length to 8, minimum special characters to 2, minimum numeric characters to 2,
minimum upper and lower case characters to 2 (each), and sets the timeout between failed

password attempts to 60 seconds and the maximum limit of authentication attempts to 3 until
lockout:

<?xml version="1.0"” encoding=“UTF-8"7?>
<plist version ="“1.0">
<dict>
<key>policyCategoryPasswordContent</key>
<array>
<dict>
<key>policyContent</key>
<string>policyAttributePassword matches
'. {8, }+'</string>
<key>policyIdentifier</key>
<string>Has at least 8 characters</string>
<key>policyParameters</key>
<dict>
<key>minimumLength</key>
<integer>8</integer>
</dict>
</dict>

<dict>
<key>policyContent</key>

<string>policyAttributePassword matches ' (.*["a-zA-Z0-
9]1.*){2,}+'</string>

<key>policyldentifier</key>

<string>Has at least 2 special
character</string>

<key>policyParameters</key>
<dict>
<key>minimumSymbols</key>

<integer>2</integer>

</dict>

</dict>

<dict>
<key>policyContent</key>
<string>policyAttributePassword matches
V(L.*[0-9].%) {2, }+'</string>
<key>policyldentifier</key>
<string>Has at least 2 numbers</string>
<key>policyParameters</key>
<dict>
<key>minimumNumericCharacters</key>
<integer>2</integer>
</dict>
</dict>
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<dict>
<key>policyContent</key>

<string>policyAttributePassword matches
“(L*[A-Z].*%){2,}+'</string>

<key>policyIdentifier</key>

<string>Has at least 2 upper case
letters</string>

<key>policyParameters</key>
<dict>
<key>minimumAlphaCharacters</key>

<integer>2</integer>
</dict>

</dict>
<dict>
<key>policyContent</key>

<string>policyAttributePassword matches
‘(.*[a-z].*) {2, }+'</string>

<key>policyldentifier</key>

<string>Has at least 2 lower case
letters</string>

<key>policyParameters</key>
<dict>

<key>minimumAlphaCharactersLowerCase</key>

<integer>2</integer>
</dict>

</dict>

<dict>
<key>policyContent</key>

<string>(policyAttributeFailedAuthentications
&lt; policyAttributeMaximumFailedAuthentications) OR
(policyAttributeCurrentTime &gt

(policyAttributelastFailedAuthenticationTime +
autoEnableInSeconds) )</string>

<key>policyIdentifier</key>

<string>Authentication Lockout</string>
<key>policyParameters</key>
<dict>
<key>autoEnableInSeconds</key>
<integer>60</integer>

<key>policyAttributeMaximumFailedAuthentications</key>
<integer>3</integer>

</dict>
</dict>
</array>
</dict>
</plist>
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Any of the integer values in the above text can be modified to update the policy to the desired
values. The number of failed authentication attempts is configurable within the range of 1-50
attempts. The following steps are then performed to import and apply the policies:

1. The XML text is saved in a text file. For this example, the file is titled “policy_file” and is saved
to the Desktop of the Mac.
Open Terminal

Enter the following command in Terminal: sudo pwpolicy -setaccountpolicies
~/Desktop/policy_file

4. Enter the administrator password when prompted

5. When the password is entered correctly you will see “Setting global account policies”. This
indicates that the policy has been accepted.

13. Setting System Date and Time

The TOE allows the user to set the time either automatically or manually. The TOE requires the
user to authenticate prior to making any change to Date and Time settings.

13.1. Change System Date and Time:

1. Navigate to Apple symbol and click on System Preferences:

|i i Finder File Edit M
About This Mac
System Preferences...
App Store...
Recent Items >
Force Quit... X8O
Sleep
Restart...
Shut Down...
Lock Screen ~%Q
Log Out cert... t3#Q

e C(Click on Date & Time
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[ ] > = System Preferences o}

Acumen Security - '°
8 Apple ID, Media & App Store
Apple ID

Start Using iCloud Details...

S pE A O @
= |
General Desktop & Dock Mission Siri Spotlight Language Motifications
Screen Saver Control & Region
© = 0 .
& B f
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy

@

O &N & o

Software Metwork Bluetooth Sound Printers & Keyboard Trackpad Mouse
Update Scanners
| / N | @ )
] ;7 B @ e
Displays Sidecar Energy Date & Time Sharing Time Startup
Saver Machine Disk

2. Click the lock to make changes. This will prompt the user to enter their password.

¢ Note: The option “Set Date and time automatically” is set by default. However, the
user can make changes to the default setting and enter date and time manually.

[ ] < it Date & Time Q

BEICRRILCE Time Zone  Clock

SuMo Tuwe Th Fr sa

123456
7 8 910 11213
1415 16 17 18 19 20
21 22824 25 26 27
28 29 30

To set date and time formats, use Language & Region preferences. = Open Language & Region...

[ﬁ Click the lock to make changes. ?

3. "Set date and time automatically” option is disabled.
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[} < 224 Date & Time Q

Time Zone  Clock
_ | Set date and time automatically:

6/23/2020 C 10:24:08 AM |

Jun 2020 4«0
SuMeo Tuwe Th Fr Sa SR

il 1
123456 £ o
7 8 910 11213
14 15 16 17 18 19 20 J g
21 228 24 25 26 27 8 4
28 29 30 ¥ 6

To set date and time formats, use Language & Region preferences. | Open Language & Region...

I 2}
Ei Click the lock to prevent further changes. ?

4. The date and time are manually changed to June 24,2020 11:29:59 AM

Date & Time Q

LRI T Time Zone  Clock
Set date and time automatically:

B24/2020| 2 11:29:50 AM |2

Jun 2020 “er
SuMo TuWe Th Fr Sa 2

12 3456
10 2
7 B 910 M 1213
14 15 16 17 18 19 20 o 2
21 22 23124 26 26 27 4
5

28 29 30 1

Revert Save

To set date and time formats, use Language & Region preferences.  Open Language & Region...

~
Eﬁ Click the lock to prevent further changes. ?

5. The date and time can again be set to “automatic” as shown below.
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[ < 222 Date & Time Q

m Time Zone  Clock

SuMo TuWe Th Fr Sa 12
12 345 6

7 8 910 111213

14 15 16 17 18 19 20

21 zz[E8) 24 25 25 27 8 4

28 29 30 fe

To set date and time formats, use Language & Region preferences. Open Language & Region

|'_| Click the lock to make changes ?

14. Auditing

The audit subsystem is controlled by the audit utility (/usr/sbin/audit). This utility transitions the
system in and out of audit operation. The default configuration of the audit mechanism is
controlled by a set of configuration files in /etc/security. If auditing is enabled, the /etc/rc startup
script will start the audit daemon at system startup. All the features of the daemon are controlled
by the audit utility and audit_control file. The audit subsystem generates warnings when relevant
events such as storage space exhaustion and errors in operation are recognized during audit
startup or log rotation. These warnings are communicated to the audit_warn script, which can
then communicate these events to the authorized administrator.
The TOE logging system captures messages across all levels of the system, and it stores the log
data in memory and data store on disk. Audit events are only accessible by administrators. To
access the audit logs, the TOE provides built-in utilities “"audit”, “praudit”, and “auditreduce”. All
audit records are BSM compliant, and any BSM Audit Tool could be used for viewing audit logs.
Audit events are generated for the following audit functions:

e Start-up and shut down of the audit functions,

e Authentication events (Success/Failure),

e Use of privileged/special rights events (Successful and unsuccessful security, audit,
and configuration changes) and

e Privilege or role escalation events (Success/Failure).
Each audit record contains the following information:
e Date and time of the event, type of event, subject identity (if applicable), and outcome
(success or failure) of the event.

o Date and Time of Event: This information is represented by the field "time”.
This field represents the exact date and time of the audit event. Example,
time=Aug 28 13:54:41 2020.
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o Type of event: This information is represented by the field “event”. This field
represents the audit event type. Example, event= "AUE_audit_startup”.

o Subject Identity: This information is represented by the field “identity signer-
type”. This field represents the Subject Identity corresponding to the audit
event. Example, identity signer-type=1. For audit events such as authentication
or privileged access events, an additional field “uid” is included in the audit
log. The “uid” field represents the actual user that executed the TOE
management function.

o Outcome: This information is represented by the field “return errval”. If the
audit event is successful, then the value of “return errval” will be shown as
“success”. Similarly, if the audit event is unsuccessful then the value of “return
errval” will be shown as “failure”. Example, “return errval=success” or “return
errval=failure”.

The above TOE audit log details can be observed in the screenshots below:

e TOE Start-up audit log

e TOE Shut down audit log

e TOE authentication events
o TOE authentication event: Success

e Use of privileged/special rights events events (Successful and unsuccessful security,
audit, and configuration changes)

o Use of privileged/special rights events: Success

o Use of privileged/special rights events: Failure

e Privilege or role escalation events (Success/Failure)

o Privilege escalation: Success
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<record version="11" event="user authentication®” modifier="8" time="Thu Sep 17 16:40:54 2020" msec=" + 648 msec" ><subject audit-uid="user_1" uid="root" gid="wheel
" ruid="root" rgid="wheel" pid="12557" sid="100547" tid="33138 0.0.0.8" /><text>Verify password for record type Users &apos;certdapos; node &apos;/Local/Defaultiap
0s;</text><return errval="success" retval="0" /><identity signer-type="1" signing-id="com.apple.opendirectoryd" signing-id-truncated="no" team-id="" team-id-trunca
ted="no" cdhash="0x5e33f774728f5d2143995bb9557750bde23358f3" /></record>

o Privilege escalation: Failure

<record version="11" event="user authentication® modifier="0" time="Thu Sep 17 16:35:14 2020" msec=" + 171 msec" ><subject audit-uid="user_1" uid="user_1" gid="sta
ff" ruid="user_1" rgid="staff" pid="12505" sid="108547" tid="33009 0.0.0.0" /><text>Verify password for record type Users 8apos;user_3&apos; node &apos;/Local/Defa
ult&apos;</text><return errval="failure: Unknown error: 255" retval="5800" /><identity signer-type="1" signing-id="com.apple.opendirectoryd" signing-id-truncated="
no" team-id="" team-id-truncated="no" cdhash="0x5e33f774728f5d2143995bb955775@bde23358f3" /></record>

By default, the TOE logs all audit events as highlighted above. The TOE does not allow the user
to stop the audit log. The TOE stores the Audit logs at the locations below:

e System Log Folder: /var/log

e System Log: /var/log/system.log

e Mac Analytics Data: /var/log/DiagnosticMessages

e System Application Logs: /Library/Logs

e System Reports: /Library/Logs/DiagnosticReports

e User Application Logs: ~/Library/Logs (in other words, /Users/NAME/Library/Logs)

e User Reports: ~/Library/Logs/DiagnosticReports

14.1. Command Line Programs
14.1.1. audit
Auditing is managed by the audit utility. The audit utility follows this syntax: audit [-einst]

The audit utility controls the state of the auditing sub-system. The optional file operand specifies
the location of the audit_control input file. The default file is default /etc/security/audit_control
You can use the following options with audit:

Sr. No | Option | Description

1 -e Forces the audit system to immediately remove audit log files that meet the
expiration criteria specified in the audit control file without doing a log
rotation

2 -i Initializes and starts auditing

3 -n Forces the audit system to close the existing audit log file and rotate to a new

log file in a location specified in the audit control file

4 -s Specifies that the audit system should [re]start and re-read its configuration
from the audit control file. A new log file will be created
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5 -t Specifies that the audit system should terminate. Log files are closed and
renamed to indicate the time of the shutdown

For more information on using audit, see the man pages in Terminal, by typing:

man audit

14.1.2. auditreduce

The auditreduce utility allows you to select events that have been logged in the audit records.
Matching audit records are printed to the standard output in their raw binary form. If no
filename is specified, the standard input is used by default. Use the praudit utility to print the
selected audit records in human-readable form.
The auditreduce tool follows this syntax:
auditreduce [-A] [-a YYYYMMDD[HH[MM[SS]]]] [-b YYYYMMDD[HH[MM[SS]]] [-c flags]
[-d YYYYMMDD] [-e euid] [-f egid] [-g rgid] [-j id] [-m event] [-0 object=value] [-r ruid] [-u auid]
[-v][file ...]

You can use the following options with auditreduce:

Sr. No | Option | Formatting & Description

1 -A Select all records

2 -a YYYYMMDD[HH[MM]ISS]]] Select records that occurred after or on the given
datetime.

3 -b YYYYMMDD[HH[MM]ISS]]] Select records that occurred before the given
datetime

4 -C Flags. Select records matching the given audit classes specified as a comma

separated list of audit flags

5 -d YYYMMDD, Select records that occurred on a given date. This option cannot
be used with -a or -b.

6 -e euid Select records with the given effective user ID or name.

7 -f egid Select records with the given effective group ID or name.
8 -g rgid Select records with the given real group ID or name

9 -j id Select records having a subject token with matching ID.
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10 -m Event. Option can be used more tha once to select records of multiple event
types. See audit_ event(5) for a description of audit event names and
numbers.

11 -0 Object=value.

File file Select records containing path tokens, where the pathname matches
one of the comma delimited extended regular expression contained in given
specification. Regular expressions which are prefixed with a tilde ('~') are
excluded from the search results. These extended regular expressions are
processed from left to right, and a path will either be selected or deselected
based on the first match

msgqid - Select records containing the given message queue ID
pid - Select records containing the given process ID
semid - Select records containing the given semaphore ID

shmid - Select records containing the given shared memory ID.

12 -r ruid - ruid Select records with the given real user ID or name.

13 -U Use unbuffered output. This option is automatically set when the input file is
a character device (e.g. /dev/auditpipe), allowing records to be fully
processed as they are generated.

14 -u auid - Select records with the given audit ID
15 -v Invert sense of matching, to select records that do not match.
Examples:

To select all records associated with effective user ID root from the audit log
Ivar/audit/20031016184719.20031017122634:
auditreduce -e root /var/audit/20031016184719.20031017122634

To select all setlogin(2) events from that log:
auditreduce -m AUE_SETLOGIN var/audit/20031016184719.20031017122634

For more information on using auditreduce, see the man pages in Terminal, by typing:

man auditreduce
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14.1.3. praudit

The praudit utility prints the contents of the audit records. The audit records are displayed in
standard output (stdout). If no filename is specified, standard input (stdin) is used by default.

The praudit tool uses this syntax:
praudit [-Inpx] [-r | -s] [-d del] [file ...]

You can use praudit with the following options:

Sr. No | Option Description
1 -d del Specifies the delimiter. The default delimiter is the comma
2 -1 Prints the entire record on the same line. If this option is not specified,

every token is displayed on a different line.

3 -n Do not convert user and group IDs to their names but leave in their
numeric forms.

4 -p Specify this option if input to praudit is piped from the tail(1) utility. This
causes praudit to sync to the start of the next record.

5 -r Prints the records in their raw form. Show records and event types in a
numeric form (also known as raw form). This option is exclusive from -s

6 -S Prints the records in their short form. Show records and events in a short
textual representation. This option is exclusive from -r.

7 -X Print audit records in the XML output format.

If the raw or short forms are not specified, the default is to print the tokens in their raw form.
Events are displayed as per their descriptions given in /etc/security/audit_event; UIDs and GIDs
are expanded to their names; dates and times are displayed in human-readable format.

For more information on using praudit, see the man pages in Terminal, by typing:
man praudit
14.1.4. Managing audit log files

If auditing is enabled, the auditing subsystem adds records of auditable events to an audit log
file. The name of an audit log file consists of the date and time it was created, followed by a
period, and the date and time it was terminated, for example:

20040322183133.20040322184443
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The audit subsystem appends records to only one audit log file at any given time. The currently
active file has a suffix “.not_terminated” instead of a date and time.

Audit log files are stored in the directories specified in the audit_control file. The audit subsystem
creates an audit log file in the first directory specified.

When less than the ‘minfree 'amount of disk space is available on the volume containing the
audit log file, the audit subsystem will:

e Issue an audit_warn soft warning
e Terminate the current audit log file
e Create a new audit log file in the next specified directory

Once all directories specified have exceeded this ‘minfree ’limit, auditing will resume in the first
directory again. However, if that directory is full, an auditing subsystem failure may occur.

Administrators may also choose to terminate the current audit log file and create a new one
manually using the audit utility. This action is commonly referred to as “rotating the audit logs".

Use audit -n to rotate the current log file. Use audit -s to force the audit subsystem to reload its
settings from the audit_control file (this will also rotate the current log file.)

14.1.5. Deleting audit records

An administrator can clear the audit trail by deleting audit files. Administrators can delete audit
files from the command line.

Example:
sudo rm /var/audit/20031016184719.20031017122634

Warning: The administrator should not delete the currently active audit log.

14.2. Audit Control Files

There are several text files the audit system uses to control auditing and write audit records. The
default location for these files is the /etc/security directory.

14.2.1. audit_class

The audit_class file contains descriptions of the auditable event classes on the system. Each
auditable event is a member of an event class. Each line maps an audit event mask (bitmap) to a
class and a description.

Example entries in this file are:
0x00000000:no:invalid class
0x00000001:fr:file read
0x00000002:fw:file write
0x00000004:fa:file attribute access
0x00000080:pc:process
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Oxffffffff:all:all flags set

File Location

[etc/security/audit_class

For more information on using audit_class, see the man pages in Terminal, by typing:

man audit_class

14.3. audit_control

The audit_control file contains several audit system parameters. Each line of this file is of the

form parameter:value.

You can use audit_control with the following parameters:

Sr.No | Option

Description

1 dir

The directory where audit log files are stored. There may be more than
one of these entries. Changes to this entry can only be enacted by
restarting the audit system. See audit (8) for a description of how to
restart the audit system.

2 flags

Specifies which audit event classes are audited for all users. audit_user (5)
describes how to audit events for individual users. See the information
below for the format of the audit flags.

3 host

Specify the hostname or IP address to be used when setting the local
system’s audit host information. This hostname will be converted into an
IP or IPv6 address and will be included in the header of each audit record.
Due to the possibility of transient errors coupled with the security issues
in the DNS protocol itself, the use of DNS should be avoided. Instead, it is
strongly recommended that the hostname be specified in the /etc/hosts
file. For more information see hosts (5).

4 naflags

Contains the audit flags that define what classes of events are audited
when an action cannot be attributed to a specific user.

5 minfree

The minimum free space required on the file system audit logs are being
written to. When the free space falls below this limit a warning will be
issued. If no value for the minimum free space is set, the default of 20
percent is applied by the kernel

6 policy

A list of global audit policy flags specifying various behaviours, such as fail
stop, auditing of paths and arguments, etc.
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7 filesz Maximum trail size in bytes; if set to a non-0 value, the
audit daemon will rotate the audit trail file at around
this size. Sizes less than the minimum trail size (default
of 512K) will be rejected as invalid. If 0, trail files will not
be automatically rotated based on file size. For
convenience, the trail size may be expressed with suffix
letters: B (Bytes), K (Kilobytes), M (Megabytes), or G
(Gigabytes). For example, 2M is the same as 2097152.

8 expire- Specifies when audit log files will expire and be

after removed. This may be after a time period has passed
since the file was last written to or when the aggregate
of all the trail files have reached a specified size or a
combination of both. If no expire- after parameter is
given, then audit log files will not expire and be
removed by the audit control system. See the
information below for the format of the expiration
specification.

14.3.1. Audit Flags

Audit flags are a comma delimited list of audit classes as defined in the audit_class file. Event
classes may be preceded by a prefix that changes their interpretation.

The following prefixes can be used for each class:

Sr. No | Prefix Description

1 (none) Record both successful and failed events.
2 + Record successful events.

3 - Record failed events.

4 A Record neither successful nor failed events.
5 At Do not record successful events.

6 A Do not record failed events.
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14.3.2. Default
The following settings appear in the default audit_control file:
dir:/var/audit flags:lo,aa minfree:5 naflags:lo,aa policy:cnt,argv filesz:2M expire-after:10M

The flags parameter above specifies the system-wide mask corresponding to login/logout as well
as authentication and authorization events. The policy parameter specifies that the system
should neither fail stop nor suspend processes when the audit store fills and that command line
arguments should be audited for AUE_EXECVE events. The trail file will be automatically rotated
by the audit daemon when the file size reaches approximately 2MB. Trail files will expire when
their aggregate size exceeds 10MB.

File Location
etc/security/audit_control
For more information on using audit_control, see the man pages in Terminal, by typing:

man audit_control

14.4. audit_event

The audit_event file contains descriptions of the auditable events on the system. Each line maps
an audit event number to a name, a description, and a class. Entries are of the form:

eventnum:eventname:description:eventclass
Each eventclass should have a corresponding entry in the audit_class file.

Example entries in this file are:
0:AUE_NULL:indir system call:no
1:AUE_EXIT:exit(2):pc
2:AUE_FORK:fork(2):pc
3:AUE_OPEN:0pen(2):fa

File Location:

[etc/security/audit_event

The values for the events in this file must match the values in the bsm_kevents.h file. For more
information on using audit_event, see the man pages in Terminal, by typing:

man audit_event

14.5. audit_user

The audit_user file specifies which audit event classes are to be audited for the given users. If
specified, these flags are combined with the system-wide audit flags in the audit_control file to
determine which classes of events to audit for that user. These settings take effect when the user
logs in.
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Each line maps a user name to a list of classes that should be audited and a list of classes that
should not be audited. Entries are of the form:

username:alwaysaudit:neveraudit

In this example, alwaysaudit is a set of event classes that are always audited, and neveraudit is a
set of event classes that should not be audited. These sets can indicate the inclusion or exclusion
of multiple classes, and whether to audit successful or failed events.

Example entries in this file are:
root:lo,ad:no jdoe:-fc,ad: +fw

These settings would cause login and administrative events that succeed on behalf of user root
to be audited. No failure events are audited. For the user jdoe, failed file creation events are
audited, administrative events are audited, and successful file write events are never audited.

File Location:
[etc/security/audit_user
For more information on using audit_user, see the man pages in Terminal, by typing:

man audit_user

14.6. audit_warn
audit_warn runs when auditd (8) generates warning messages.

The default audit_warn is a script whose first parameter is the type of warning; the script
appends its arguments to /etc/security/audit_messages. Administrators may replace this script
with a more comprehensive one would take different actions based on the type of warning. For
example, a low-space warning could result in an email message being sent to the administrator.

An example script is below:
#!/bin/sh
echo "Audit warning: $@ " >> /etc/security/audit_messages

This example script simply appends all of its arguments to the audit_messages file

14.7. Audit Log Files
The dir entry in the audit_control file specifies where audit logs are to be stored.

Multiple dir entries are permitted. The log files are created with names of the form date.date for
log files that are closed (terminated), and date.not_terminated for the current log file that has
not been closed. The date portion of the log file name is of the form yyyymmddHHMMSS with
the hours in 24-hour format.

14.8. Configure the address of remote audit server to which to send audit records

Prerequisites:
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e A user account with administrator privileges.
e A Syslog server running and configured to receive the audit events.
To redirect logs in macOS to a syslog server, it is necessary to edit the file syslog.conf located in:

[etc/syslog.conf
Then add the following line (replace it with the IP of your syslog server):
** @syslog_server_ip
To customize the port number (e.g. 514) use @syslog_server_ip:514 instead.

This change should be instant, if not the syslog service has to be restarted typing the following
command in Terminal app:

launchctl start com.apple.syslogd

To verify that the configuration was successful, perform a privilege elevation, by typing “sudo su”
in the Terminal app:

cert@mac-mini-i5-86888 ~ % sudo su
[(Password:
sh=3.2¢ |}

The audit record should be sent and received by the remote audit server:

2020-08-27T14:57:15-24:00 mac-mini-i5-8500B sudo[3075]: getgrouplist_ 2 called triggering group enumeration

15.Reference ldentifiers

The TOE verifies that the presented identifier matches the reference identifier according to RFC
6125. The reference identifiers supported are DNS and IP addresses. The TOE does not support
certificate pinning. Wild cards are supported.

16. Access Control Policy

The TOE provides access control policy through the System Integrity Protection (SIP). The System
Integrity program restricts the root user account (an administrator superuser account) and limits
the actions that the root user can perform on protected parts of the Mac operating system. The
System Integrity Protection is enabled by default on the TOE; however, it can be disabled. Note
that the user should not disable this configuration setting as this setting is designed to help
prevent potentially malicious software from modifying protected files and folders on the user’s
Mac.

System Integrity Protection includes protection for these parts of the system:
/System
/usr
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/bin
/sbin
/var
Apps that are pre-installed with TOE:
Kernel drivers and modules:
-/System/Library/Extensions/
Security audit logs:
-/var/audit/*
Shared libraries:
-/Library/Frameworks/
-/Library/PrivateFrameworks/
-/System/Library/Frameworks/
-/System/Library/PrivateFrameworks/
System executables:
-/Applications
System configuration files:
-System-wide “preferences”
-/Library/Preferences/
-User-specific “preferences”
-/Users/<username>/Library/Preferences
Security Audit Logs:
-/etc/security/audit-control
System-wide local directory services credentials:
-/private/var/db/dslocal/nodes/Default/

System Integrity Protection is designed to allow modification of these protected parts only by
processes that are signed by Apple and have special entitlements to write to system files, such as
Apple software updates and Apple installers. Apps that you download from the Mac App Store
already work with System Integrity Protection.
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17. Warning Banner

The TOE allows the user to set up a warning banner or message regarding unauthorized use of
the TOE prior establishing a user session. Steps to configure a warning banner are outlined
below:

e Create a plain text (.txt) or rich text (.rtf) document that contains the message "TEST
TEST Warning Message TEST TEST".

e Save the file and enter PolicyBanner for the document name.

e Copy the PolicyBanner file to the /Library/Security/ folder on the TOE.

e0e (78 Security
EBl=oc= =& 0l al
Favorites
@AirDrop
£ Recents RTF
A Applications PolicyBanner SecurityAgentPlu  Trust Settings
i gins
[ Desktop
@ Documents
o Downloads
Locations
[ NON « PolicyBanner —
1 v | | Helvetica 2 || Regular 2z ~| @B .~ B I U EE = =EHN10 ifli=
¥ 3 3 » [ 3 [ 3 [ 3 > > 2 3 » » v
a 1 2 3 a 5 & 7
[TEST TEST Waming Message TEST TEST

e Restart the TOE so that the policy banner will take effect.

[ Finder Fie Edit View Go.
About This Mac
System Preferences... 1 update
App Store... 1update
Recent Items »>
Force Quit... XED
Sleep
Restart...
Shut Down...
Lock Screen ~HQ
Log Out acumensec... +38Q

e After restarting the TOE but prior to starting a user session, the TOE displays the
warning banner.
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Agreement

TEST TEST Warning Message TEST TEST

18. Authorization Factors

The TOE supports password and external smart card authentication factors. Passwords of up to
256 characters are supported and can be comprised of any combination of upper-case
characters, lower case characters, numbers, and any other 8-bit special character.

For password-based authentication, the user’s password, the TOE’s UID and a salt value are used
to perform a password-based derivation function (PBKDF2) and derive the Top-level Key. The
Top-level Key is defined as the Boarder Encryption Value (BEV) and is used to unwrap the User's
Keybag with the AES Key Wrap (AES-KW) algorithm (RFC3394). The password is successfully
validated if the User’s Keybag can be cryptographically unwrapped with AES-KW using the
derived Top-level Key and the function will return a “success” result.

For Smart card authentication, the user’s smart card must first be registered with the TOE. The
registration process involves the derivation of the Top-level Key. Once the Top-level Key has
been derived, the SEP randomly generates the USK to encrypt the Top-level Key. The SEP then
uses the smart card’s public key to encrypt the Unlock Secret Key (USK), which is later used as a
challenge for authentication. The user is required to enter the smart card’s defined PIN to
decrypt the USK and present it to the TOE for decryption of the Top-level Key. The Top-level Key
is once again used to unwrap the Class Key with the AES Key Wrap (KW) algorithm. The smart
card is validated if the AES KW function does not return a “Fail” result. The TOE supports RSA key
sizes of 2048 bits and 3072 bits.

In order to resume from a compliant power state, the user must re-authenticate to the TOE. The
user can either authenticate using username and password or by using smart card
authentication. If the smart card has already been registered, then the user can use the smart
card and the PIN.
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18.1 Smart Card Registration

The Smart Card’s certificate is sent to the SEP. The SEP randomly generates the USK and encrypts
the Top-level key using AES in GCM mode. The SEP then performs a SHA-256 hash on the Smart
Card's Public Key (SCpk) and concatenates the value with the encrypted Top-level key to form
the Escrow Record value. The SEP stores the Escrow Record in non-volatile memory.

Escrow Record

Fig 1: Creating the Escrow Record with SCpk

The SEP then encrypts the USK with the Smart Card'’s public key (SCpk) or a key associated with
the SCpk to form the Encrypted Record. As the SCpk can be an RSA or ECC key, one of the
following is performed:

If the SCpk is an RSA key, the SEP encrypts the USK using the SCpk.

+ If the SCpk is an EC key:

The SEP generates a key pair (P-256): SEP_ECpk and SEP_ECsk

A shared key is established using ECDH with the generated SEP_ECsk and the
SCpk

The SEP performs a SHA-256 hash over the shared key, SEP_ECpk, and the SCpk.
The hash value is the EC_Encryption Key.

The SEP encrypts the USK using the EC_Encryption Key with AES in CBC mode
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Encrypted Record

SEP_EC Key Pair (P-256)

Fig 2: Creating the Encrypted Record

The SEP then performs the following to complete the registration:

Randomly generates the PK.

Encrypts the Encrypted Record using the PK with AES-GCM in encryption and
authentication mode.

Creates the Authentication Record by concatenating: the SCpk, the algorithm of the
SCpk, and when the SCpk is an EC key, the SEP_ECpk.

Secures the Authentication Record with the PK using AES-GCM in authentication mode.

Encrypts the PK using a Class Key using AES in GCM mode. The Smart Card can be
configured to be associated with either Class A or Class D keys.

Sends the Smart Card authentication block (SC_blob) to the application processor (Intel
chip) for storage. The SC_blob consists of the concatenation of the following: the
encrypted PK, encrypted Encrypted Record, and the secured Authentication Record.

Cryptographic data is removed from volatile memory.
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Authentication Record

Intel chip

Fig 3: Creating the SC_blob

18.2 Smart Card Authentication

Once the above process is complete, the Smart Card is registered and can be used to
authenticate to the TOE. When the Smart Card is connected, the SCpk is provide and the
application processor (Intel chip) sends SC_blob(i) to the SEP; where (i) indicates a counter that is
incremented after a successful authentication. The SEP then performs the following with the
SC_blob:

+ Obtains the PK by extracting the encrypted PK and decrypting it using the Class A/D
Key

Obtains the encrypted USK (Encrypted Record) by decrypting and verifying it using the
PK

* Verifies the Authentication Record using the PK

Performs an integrity check on the SCpk by comparing SHA-256 hash of the stored
value with the value provided.

*  Prepares and sends the Smart Card challenge:
- If the SCpk is an RSA key, the challenge is only the encrypted USK

- If the SCpk is an EC key, the challenge is the encrypted USK concatenated with
the SEP_ECpk

A 5 minute timer is started for return of the USK or the authentication process is
terminated.
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The Smart Card must use its private key to decrypt the USK. The user unlocks the private key by
entering the PIN associated with the card. The number of failed attempts to unlock the card is
defined by the card specification/configuration and is not known or defined by the TOE. When
the designated number of failed attempts is reached, the card will be locked. After successfully
entering the correct PIN, the card decrypts the USK and sends it back to the SEP. The SEP
retrieves the USK provided and decrypts the Escrow Record to obtain the Top-level key. The
Top-level key is then used to decrypt the volume data. After the successful authentication, the
SEP generates a new USK and sends SC_blob (i+1) to the application processor.

Additional information on Smart Card configuration can be found at:

e Use a smart card with Mac,

e Prepare for smart card changes in macOS Catalina and

e Configure macQOS for smart card-only authentication.

19. Key Destruction

All keys are erased when the host device is powered off, during reboot, when a user locks or logs
off the host device, the TOE detects the configured inactivity time has passed and the host
device logs out, or when the host device is put to sleep. Once the keys are no longer required,
the key that was used to perform the specific operation is erased from volatile memory by
performing a single overwrite of zeroes. The erase operation is performed by the SEP and is not
configurable by a user. There are no circumstances that do not conform to the key destruction
requirement (e.g. sudden unexpected power loss).

20. Validation of Cryptographic Elements

The TOE requires the validation of the BEV prior to allowing access to TSF data after exiting a
Compliant power saving state and it will block validation after 10 consecutive failed validation
attempts.

The TOE can be configured for validation as below:

certEmac-mini-i5-85A8B ~ % sudo pwpoliecy -u User_1 —-setpolicy "MaxFailedLoginAttempts=18%
Password:

Setting policy for User_1

certfmac-mini-15-85A6E ~ %

After 10 consecutive failed authentication attempts, the TOE blocks the validation attempts by
disabling the user account.
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' Your account has been disabled.
Contact your system administrator for
~ more information.

21. Enable Full Disk Encryption

On Mac computers with the Apple T2 Security Chip, encrypted internal storage devices directly
connected to the T2 chip leverage the hardware security capabilities of the chip.

Without valid login credentials or a cryptographic recovery key, the internal APFS volume (in macOS
10.15, this includes the System and Data volumes) remains encrypted and is protected from
unauthorized access even if the physical storage device is removed and connected to another
computer. Internal volume encryption on a Mac with the T2 chip is implemented by constructing and
managing a hierarchy of keys, and builds on the hardware encryption technologies built into the chip.

This hierarchy of keys is designed to simultaneously achieve four goals:
Require the user's password for decryption.
Protect the system from a brute-force attack directly against storage media removed from Mac.

Provide a swift and secure method for wiping content via deletion of necessary cryptographic
material.

Enable users to change their password (and in turn the cryptographic keys used to protect their
files) without requiring re-encryption of the entire volume.

Volume and metadata contents are encrypted with this volume key, which is wrapped with the class
key. This protection is the default on Mac computers with the T2 chip.

Note: Encryption of removable storage devices doesn't utilize the security capabilities of the Apple T2
Security Chip, and its encryption is performed in the same manner as Mac computers without the T2
chip.
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System Preferences Q

Acumen Security u i3

Apple ID, iCloud, Media & App Store

Apple ID Family
Sharing
s o= \ g 4
- =21 © @ 8
General Desktop & Dock Mission Siri Spotlight Language Notifications
Screen Saver Control & Region
© = O . o
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
e C(lick on FileVault
@ > Security & Privacy Q

General lﬂMHI Firewall  Privacy

FileVault secures the data on your disk by

g encrypting its contents automatically.
'n WARNIMG: You will need your login passward or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned off for the disk “MacHD"

"
f;‘] Click the lock to make changes. ?

e Click the lock to make changes and enter Administrator credentials.
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Q

Security &

~ System Preferences is trying to unlock Security &
Privacy preferences.

{
Ln Enter your password to allow this.
User Name: -
a.A

Password: eeesecsces wur

e Click on Turn On FileVault

@ <

Security & Privacy Q

General ZIEVETIEN Firewall  Privacy

FileVault secures the data on your disk by Turn On FileVault...

- encrypting its contents automatically. R
E WARMNING: You will need your login password or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned off for the disk “MacHD"

i
{' Click the lock to prevent further changes. Advanced... s
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Security & Privacy Q

General BT Firewall  Privacy

FileVault secures the data on your disk by Turn Off FileVault...

5 encrypting its contents automatically. _———
n WARNING: Your login password is required to decrypt your data. Your iCloud account

can be used to unlock your disk and reset your login password if you forgat it.

FileVault is turned on for the disk "MacHD".

A recovery key has been set.

”~
{* Click the lock to prevent further changes. Advanced... -
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22. Appendix A

The user can check and download authentic OS updates and software application updates by
visiting https://support.apple.com/downloads. The TOE defaults to using TLS v1.3 while checking
for all updates. To comply with NIAP PP_OS V4.2.1 requirements, the evaluator had to restrict

the TOE TLS version to TLS v1.2.

To check for software updates over TLS v1.2, the user must configure a Proxy instance on their
TOE as described below:

¢ Download and install BurpSuite Pro v2020.2 (referred to as Proxy in this document) on
the TOE platform from https://portswigger.net/burp/pro.

¢ Note: BurpSuite Pro is an example of a Web Proxy tool, however, it is not mandatory
to use BurpSuite Pro.

e Afterinstalling the Proxy on the TOE, start the Proxy and click on “Project Options”
and click on "TLS" and then select "Use custom protocols and ciphers” and select
“TLSv1.2" as shown below:

L] L] Burp Suite Professional v2020.2 - Temporary Project - licensed to Acumen Security LLC [single user license]
| Dashboard ] Target [ Praxy ] Intruder llhp!aler ] Sequencer [ Decoder [ Comparer | Extender | Project options | User options ]
| Connections ] HTTP | TLS ISesslons | Misc |

@

oy
{i_j_i These settings control the TLS protocols and ciphers that Burp will use when performing TLS negotiation with upstream servers. If you are experiencing problems with TLS negotiation, you can
use these settings to request use of specific protocols or ciphers. Use these options with caution as misconfiguration may break all your outgoing TLS connections.

() Use all supported protocols and ciphers of your Java installation
_) Use the default protocols and ciphers of your Java installation

@® Use custom protocols and ciphers

Select all Enabled Protocol
[] TLSv1.3
Select none F] TLSv1.2
TiSvl.1 N

TLSv1
55Lv3
S5LvZHello

e Then click on “Proxy” and click on “Options” and ensure that the proxy is running.
Since the proxy is installed on the same platform as the TOE, the Interface is selected
to be “127.0.0.1:8080" or localhost. The IP address and/or the Port number can be
changed according to the user requirements by clicking on “Edit", however, deselect
“Running” prior to making changes to the IP and/or Port number.
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[ Dashboard TTargal h-i Intruder Tllepnn_r TSequm
Intercept | HTTP history i WebSockets history Iul

|| @) Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requ

| Add | Running | Interface | Invisible
; [ T 127.0.0.1:8080

| Edit |

Remave

e After deselecting “Running”

[ NN Burp Suite Pro

[Dashboard TTarget TM Intruder TRepeater T Sequern
[ Intercept I HTTP history IWebSockets history IMI

@ Proxy Listeners

{é} Burp Proxy uses listeners to receive incoming HTTP reqy

| Add | Running | Interface Invisible

S 127.0.0.1:8080
| Edit U
. Remove

e The IP address and the Port number can be edited as per users’ requirements:

Burp Suite Professional v2020.2 - Temporary Project - licensed to Acumen Security LU

Dashboard | Target | Proxy d Rep q er TDecoder ]l‘ p T d TProject pti TUser optig
Intercept | HTTP history | WebSockets history I Options. I

| @ Proxy Listeners

{€>} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to u|

| Add | | Runni | Interf; | Invisit | Redi: | Certificate |
UJ 127.0.0.1:8080 Per-host
[ EaN J Edit proxy listener

jiindinﬁ I Request handling T Certificate ]

@ These settings control how Burp binds the proxy listener.
Bind to port: 8080

Bind to address: () Loopback only
O All interfaces

@ Specific address: | 127.0.0.1 i ﬂ

@l

. OK Cancel

e Click on Import/ export CA certificate and save the certificate on the TOE.
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[ Import [ export CA certificate | | Regenerate CA certificate |

[ [c] CA Certificate

I @ You can export your certificate and key for use in other tools, or in another

i installation of Burp. You can import a certificate and key to use in this installation of
Burp. Mote that you can also export the current certificate by visiting

http:/ /burp/cert in your browser,

Export

(® Certificate in DER format

Once exported, this proxy CA certificate must be installed on the TOE keychain before
checking for any updates. Double click on the certificate and provide admin credentials to
install the certificate on the TOE. Then right click on the certificate and mark as “Always
Trust”.
o Note: The administrator can send the proxy CA certificate via email or host it on
an internal web server and request the user to download the CA certificate from
the web server and install the CA certificate on their system.

Keychain Access File Edit View Window Help

e0e + G
Keychains
— > PortSwigger CA
& ptifcerts
@ login o Root certificate authority
[ =) Directory Services - Expires: Tuesday, August 8, 2030 at 12:09:32 PM Eastern Daylight Time
iCloud o7 te is marked ted
() System
l: System Roots Name ~ Kind Expires Keychain
& com.apple kerberos kdc certificate Nov 29, 2039 at 1:58:07 AM System
) com.apple.systemdefault certificate Nov 29, 2039 at 1:58:06 AM System
5 ecroot certificate Mar 10, 2021 at 8:33:00 AM System
] ical ocsp certificate Mar 10, 2021 at 8:33:00 AM System

] ica2 ocsp certificate Mar 10, 2021 at 8:33:00 AM System

certificate Aug 6, 2030 a1 12:09:32 PM System
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» L5 PortSwigger CA certificate Aug 6, 2030 at 12:09:32 PM
[ A PortSwigger CA

PortSwigger CA

Root certificate authority

Expires: Tuesday, August 8, 2030 at 12:09:32 PM Eastern Daylight Time
ol rtificate is marked as trusted for a

C v rtefocote

e

¥ Trust

-

When using this certificate: Always Trust

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust

Code Signing Always Trust

Time Stamping Always Trust

X.509 Basic Policy Always Trust

(oJodojofodolo o

¢ Navigate to "System Preferences” -> “Network” -> “Advanced” -> “Proxies”.

o Since the Proxy is running on localhost interface, enter 127.0.0.1 (localhost) and
Port 8080 and click on “OK". Then click on “Apply” so that the TOE will apply these
settings system wide.

) ) HHH Network Q, Searct

-:.3:- Wi-Fi
Wi-Fi TCPR/IP DMNS WINS 802X Im Hardware
Select a protocol to configure: Secure Web Proxy Server
(] Auto Proxy Discovery 127.0.0.1 N : 8080

Automatic Proxy Configuration
Web Proxy (HTTP)

Secure Web Proxy (HTTPS) sername
FTP Proxy

| SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Proxy server requires password

m] < [m

Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:

Use Passive FTP Mode (PASV)

2 Cancel oK
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e Start Safari application and navigate to https://support.apple.com/downloads. After
visiting the web URL all available OS and Software Application updates will be shown
to the user. The user can download update(s) according to their requirements.

e0e® < m & support.apple.com/downloads & th 0 |

Downloads

Browse Downloads by Product

@ B O @ == =N

iTunes iCloud ios macos Mac notebooks Mac desktops

Q sear [

(ProResRAW |

Apple ProRes RAW for Windows 1.2 macOS Catalina 10.15.6 Combo Update macOS Catalina 10.15.6 Update

macos Catalina 10.15
your Today feed in App

Jul 27, 2020 Download Jul 15, 2020 Do

15.6 introduces local new:

1 Apple News and improves th

ad Jul 15, 2020 Download

e The TOE successfully validates the Server certificate as shown in below screenshot:

1192.168.128.104 23.202.149.132 TLSv1.2 409 Client Hello

223.202.149.132 192.168.128.104 TLSw1.2 1462 Server Hello

323.202.149.132 192.168.128.104 TCP 1462 443 » 50176 [ACK] Seq=1397 Ack=344 Win=235 Len=1396 T3val=2870226975 Tiecr=958732883 [TCP segment of a reg
473.292.149.132 192.168.128.104 TLSv1.2 1370 Certificate, Certificate Status

523.202.149.132 192.168.128.104 TLSvL.2 310 Server Key Exchange, Server Hello Done

6192.168.128.184 23.202.149.132 TLSw1.2 141 Client Key Exchange

7 192.168.128.104 23.202.149.132 TLSv1.2 117 Change Cipher Spec, Encrypted Handshake Message

8 23.202.149.132 192.168.128.104 TLSvL.2 324 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

9192.168.128.104 23.202.149.132 TLSv1.2 428 Application Data

Frame 4: 13708 bytes on wire (10960 bits), 1378 bytes captured (10968 bits) on interface enl, id @
Ethernet II, Src: _(—, Dst: Apple_3b:b3:ed (38:79:d3:3b:b3:e9)
[nternet Protacol Yersion 4, Src: 23.202.149.132, Dst: 192.168.128.184
Transmission Contrel Protocol, Src Port: 443, Dst Port: 50176, Seq: 2793, Ack: 344, Len: 1304
[3 Regssembled TCP Segments (3435 bytes): #2(1322), #3(1396), #4(717)]
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (8x0303)
Length: 3430
v Handshake Protocel: Certificate
Handshake Type: Certificate (11)
Length: 3426
Certificates Length: 3423
v Certificates (3423 bytes)
Certificate Length: 2189
v Certificate: 3082088930820771400302010202100b994564881274849.. (1d-at-commonName=support.apple.com,id-at-organizationName=Apple Inc.,1d-at-localityName=Cupertino,id-at-statel
signedCertificate
algorithmIdentifier (sha256WithRSAEncryption)
Padding: @
encrypted: 4c859073fa2d097baddba716d52f1839098bc pdeed51f3e..
Certificate Length: 1228
Certificate: 308204c8308203b0a0@30201020210081148564babceddch.. (1d-at-commonName=DigiCert $HA2 Extended Validation Server CA-3,id-at-organizationalUnitMName=www.digicert.com,
[[ransport Laver Secupity
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